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Computer Crimes

Wednesday, 2 July 2025

14:40  Connecting to the videoconference platform

15:00 Opening of the webinar
Ramin Farinpour

CURRENT AND FUTURE EUROPEAN AND EU FRAMEWORKS TO COUNTER
COMPUTER CRIMES

Chair: Ramin Farinpour

15:05  Council of Europe cybercrime standards and EU standards on information

systems, fraud and non-cash payments

e  Council of Europe Convention on Cybercrime (Budapest Convention) and its
Second Additional Protocol
Directive 2013/40/EU on attacks against information systems

e Directive (EU) 2019/713 on combating fraud and counterfeiting of non-cash means
of payment

o Directive (EU) 2022/2555 on measures for a high common level of cybersecurity
across the Union, EU cybersecurity certification scheme

Elena Lazar

15:45 Discussion

16:00 EU standards to combat the sexual exploitation of children online, child

pornography and violence against women and domestic violence

e Directive 2011/93/EU on combatting the sexual abuse and sexual exploitation of
children and child pornography and its proposed recast

e Regulation (EU) 2024/1307 amending Regulation (EU) 2021/1232 on a
temporary derogation from certain provisions of Directive 2002/58/EC as
regards the use of technologies by providers of number-independent
interpersonal communications services for the processing of personal and other
data for the purpose of combating online child sexual abuse

e  Proposal for a Regulation laying down rules to prevent and combat child sexual
abuse

e Regulation (EU) 2022/2065 on a Single Market for Digital Services and
amending Directive 2000/31/EC (Digital Services Act) and its provisions on the
online protection of minors

e Directive (EU) 2024/1385 on combatting violence against women and domestic
violence

Elena Lazar

16:45 Discussion

Il. E-EVIDENCE

17:00 Online investigations and the challenges of dealing with electronic
evidence in criminal proceedings and in court

Principles of dealing with electronic evidence

Common procedures for recognising and handling evidence on digital

devices

International investigations (search and seizure — obtaining evidence from

the internet, admissibility)

° Collection of evidence located abroad and the challenges of cross-border
access to data

° The importance of the chain of custody in handling evidence

° Trial considerations: methods of presentation and admissibility tests

Ciprian Baban

17:45 Discussion
18:00 End of the webinar

For programme updates: www.era.int
Programme may be subject to amendment.

Apply online for

“Computer Crimes”:
www.era.int/?133426&en

Objective

This three-hour long webinar, which forms
a part of a larger project on European
Criminal Law for Defence Lawyers, focuses
on computer crimes and practical matters
in applying measures to counter it.

It will explain and take a look at the current
and future EU legislative framework, the
Council of Europe’s Budapest Convention
on Cybercrime, and provide an analysis of
the various forms of cybercrime. Using e-
evidence to counter cybercrime will be
explained and, within this context, its
admissibility, access to it and handling in
court and the defence’s role in challenging
such evidence. Insights from practitioners
familiar with these instruments will be
shared.

Who should attend?

Criminal defence lawyers

Interactive online seminar

The online seminar will be hosted on the
Zoom videoconference platform. You will be
able to interact immediately and directly with
our top-level speakers and other participants.
We will make the most of the technical tools
available to deliver an intensive, interactive
experience. The highest security settings will
be applied to ensure that you can participate
safely in this high-quality online conference.

Your contacts

Ramin Farinpour
Senior Lawyer
E-Mail: rfarinpour@era.int

i :
‘a S Ven_la Gilles
N Assistant
- E-Mail: vgilles@era.int
/ / Tel.: +49 (0)651 937 37 325
CPD

ERA’s programmes meet the standard
requirements for recognition as Continuing
Professional Development (CPD).
Participation in the full programme of this
event corresponds to 3 CPD hours.

A certificate of participation for CPD
purposes with indication of the number of
training hours completed will be issued on
request. CPD certificates must be
requested at the latest 14 days after the
event.

Times indicated are CEST
(Central European Summer Time)


http://www.era.int/
http://www.era.int/?133426&en
mailto:vgilles@era.int
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Terms and conditions of participation

No registration fee.

Participation is only open to lawyers in private practice from eligible
EU Member States (Denmark does not participate in the EU Justice
Programme) Albania, Bosnia and Herzegovina, Kosovo* and Ukraine.

A list of participants including each participant’s address will be made
available to all participants unless ERA receives written objection from
the participant no later than one week prior to the beginning of the
event.

The participant will be asked to give permission for their address and
other relevant information to be stored in ERA’s database in order to
provide information about future ERA events, publications and/or other
developments in the participant’s area of interest.

A certificate of attendance will be issued after the webinar to all those
that participated for the entire event.

* This designation is without prejudice to positions on status and is in line with UNSCR 1244/1999
and the ICJ opinion on the Kosovo declaration of independence.

Apply online for

“Computer Crimes”:
www.era.int/?133426&en

Save the date

The scope and application of the
EU Charter of Fundamental
Rights

Riga, 5-6 June 2025

Instruments of mutual
recognition: EAW, EIO
Budapest, 25-26 September 2025

The role of the CJEU for defence
lawyers
Trier, 8-10 October 2025

Further information about the
European Criminal Law for
Defence Lawyers project:

https://training-for-
defence.era.int/

Try out our new
e-Learning course —

for free!

Introduction to EU Criminal Law

This 3-hour e-learning course on
EU criminal law is a guide through
the fundamental characteristics of
EU criminal law and aims to
provide insight into what EU
criminal law entails and what it
does not entail.

Further information:
www.era.int/?131631&en

www.era.int/elearning
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